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About thisguide

This guide is for hospice leaders, managers and teams
who want to understand what Al can do for their
organisation, and how to manage the cyber security
risks that come withit.

This guide is designed to help you have better
conversationsinternally, ask the right questions, and
take practical steps forward without feeling
overwhelmed.

Al and cyber security might seem like separate topics,
but they are not. Alis creating real opportunities for
hospices to save time, reduce admin and support staff.
Atthe same time, the same technology is making cyber
attacks more sophisticated and harderto spot, and
understanding both sidesisimportant.
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The The Hospice Context

Hospices face aunique set of pressures that make technology decisions more
complexthaninmany other organisations.

Mixed resources. Many hospices have small IT teams, sometimes one ortwo people
covering everything. There is very little capacity to absorb new technology without
careful planning.

A mixed workforce. Paid staff, volunteers, clinical teams, fundraisers, retail workers
and administrators allwork under the same roof, often with very different levels of
digital confidence.

Sensitive data across multiple areas. Patient and clinical records, donor and supporter
information, retail transactions, finance, payroll, HR and volunteerrecords all sit across
different systems. Protecting that data matters enormously, and so does using it well.

Public trust. Hospices are deeply embeddedintheircommunities. Adatabreach, a
poorly handled Alincident or a scam that goes wrong does not just have financial
consequences. It can damage the relationships that hospices depend on.

Funding pressure. Every technology decision needs to be justified. If atool does not
save time, reducerisk orimprove care, itis hard to defend the cost.
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Part1: Aland Productivity

What Al actually means for hospices Where Al can genuinely help
Thereis alot of noise around Al at the moment. Much of itis These are the areas where hospices are already finding
either overly technical or full of hype. The reality formost real value from Al tools:

hospicesis more straightforward.

Al tools that are already available within Microsoft 365 can e Summarisinglong email threads so staff can catchup
help with everyday tasks. They do not require alarge without reading everything

budget oratechnicalteam to get started. They work best
when they are solving areal problem, not whenthey are
adopted because everyone else seems to be doingit.

e Rewriting complicated ortechnical emailsinto plain
English

e Draftingresponsesto common enquiries
The most useful question to ask before looking at any Al

toolis this - what problem are we actually trying to solve, « Takingmeeting notes and turning theminto a
and how much time or effort would solving it save? summary or action list

If the answeris 30 seconds aweek, the caseisweak. If the
answer is several hours of manual admin per day, or atask
thatis causing stress or burnout for staff, the case
becomes much stronger.
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Processing Gift Aid forms, including splitting
scanned documents automatically

Finding and filing documents without manual naming

andsorting
Supporting bid writing and grant applications

ldentifying duplicate supporterrecords and
improving data quality

Searchingimage banks to find suitable photos for
campaigns and communications

Creating training materials and session plans more
quickly

Drafting job descriptions with consistent language

Supporting new starter onboarding with guided
information

Reviewing and updating policies and documents

Supporting DPIA drafts and information governance
documents

Summarising lengthy regulatory guidance into plain English

Helping prepare board reports and briefing papers

Translating communications for patients, families or
volunteers who speak otherlanguages

Making documents easier to read for people with visual or
reading needs

Transcribing end of shift notes to reduce documentation time
Summarising handoverinformation

Helping staff find information quickly frominternal
documents and policies
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Starting Smalland
Building Confidence

One of the most common mistakes organisations make with Alis trying
to dotoomuchtoo soon. Abetterapproachis to start with one ortwo
practical use cases where the benefitis clear, build confidence among
a small group of willing staff, and grow from there.

It also helps to be honest about digital confidence across your
organisation. If some staff are still getting to grips with the basics of
Microsoft 365, jumping straight to Al tools will create more anxiety than
value. The foundation needs to be solid before you build on top of it.

e A
Practical starting points tend to work better than generic Al
training. Showing a fundraising team how to use Al to summarise
along email thread, or showing a clinical administrator how to
draft ahandover note more quickly, lands better thana
theoretical session about what Al is and how it works.
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The Question of
Governance and Policy

If your organisation does not have an Alusage policy, itis worth
creating one. This does not need to be alengthy document. It
needs to answer afewimportant questions clearly.

e WhatAltools are approved foruse within the organisation?

e Whatinformation canand cannot be enteredinto Al tools?

o Whoisresponsible forreviewing Al outputs before they

are used? Information entered into them may be used to train

future models andis not protected in the same way
e How should staff raise concerns or questions about Al? as information that stays within a governed

Microsoft 365 environment.
The reason this mattersis that many staff are already using Al

toolsintheir personal lives and may be using them at work An Al policy does not need to ban anything. It needs
without realising the risks. Free public tools like ChatGPT are to set clear expectations so that staff feel confident
not designed for organisational use. about what they can and cannot do.
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Dataand Why It Matters Before Al

Al tools work best when the information they draw fromis accurate,
well organised and up to date. For many hospices, thisis a challenge.

Supporterdata, donorrecords, volunteerinformation and
operational data often sit across multiple systems with limited
connection between them. The same person might appearasa
donorinone system, a café customerin anotherand aformer patient
family memberin a third, with different spellings of theirnamein
each.

Before expecting Al to deliver significant value, itis worth identifying
where your mostimportant data sits and how reliable itis. Some
practical starting points:

« Identifying and merging duplicate supporter ordonorrecords

e Agreeing on naming conventions and file structures across the
organisation

e Understanding which systems hold which information and how
they connect
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These steps might not feel exciting, but they are
what make Al tools genuinely useful rather than
justimpressive ina demonstration.
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Microsoft 365 and Copilot Readiness

If your organisation uses Microsoft 365, you already have access to a growing set of Altools. Microsoft
Copilotis the most widely discussed, but it is not the right starting point for every organisation.

Before considering Copilot licences, itis worth asking a few honest questions.
e IsMicrosoft 365 being used consistently across the whole organisation?

e IsSharePoint set upin a way that makes information easy to find?
e Do staff know where to store and find documents?

¢ Isthere any governance around how Teams and SharePoint are used?

If the answer to most of these is no, adding Copilot will surface disorganised
information and create confusion. The right first step is getting the foundations right.

Fororganisations that are not yet ready for full Copilot licences, Microsoft Copilot agents offer
amore contained starting point. Agents can be built around specific tasks and draw only from
approved information sources. Examplesinclude a policy agent that helps staff find answers
frominternal documents, a new starteragent that handles common onboarding questions, or
ajob description agent that creates consistent adverts from approved templates.
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Training and Learning Resources

Worth Knowing About

e N
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ADOPTION. CHAMPIONED
Microsoft Change Makersis afree, non- Microsoft Elevate offers broader 365 Tribe is ahospice-specific
technical credential from Microsoft learning resources for organisations Copilot training programme with
focused onreal nonprofituse cases. Itis moving toward Al adoption. structured cohort-basedlearning.
suitable fornon-IT staff and leaders who Itis designed around hospice
want to build confidence with Microsoft workflows and requires Copilot
toolsandAl. licencesto participate.
\ \ J

A practicalworkshop or promptathon, where hospice teams work through shared use cases together, is often
more valuable than sitting through a generic presentation about Al. If you are interestedin this kind of session, itis

worth exploring with your technology partner.
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Part2: Cyber Security

Cyberattacks on charities and healthcare organisations are increasing. Hospices
are notimmune, and being small does not make you aless attractive target.
Attackerslook for organisations with valuable data and limited security controls,
and hospices often fit that description.

The mostimportant shiftinrecent yearsis that attacks are increasingly focused on
identity rather than just devices. In the past, the main concern was someone
getting malware onto a computer. Now, the biggerriskis often an attacker gaining
accessto a staff member's email account or Microsoft 365 login. From there, they
canread emails, access files, impersonate the account holder, set up forwarding
rules and move through the organisation without being detected.

Alis making this worse. Phishing emails that used to be easy to spot because of
poor spelling orodd phrasing are now well written, personalised and convincing.
Attackers canuse Altoresearchtheirtargets, craft believable messages and
automate parts of an attack that previously required significant effort.

Theresponse to this cannot be
training alone. Awareness
matters, but people make
mistakes. The organisations that
recover well from cyber
incidents are the ones that had
theright controlsin place before
anything went wrong.
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The Mostimportant Controls To Have InPlace

Multi-factor authentication

If your organisation does not have multi-factor
authentication switched onfor all accounts, thisis the
single most important thing to address. MFA means that
even if an attacker obtains a password, they cannot

access the account without a second form of verification.

[tis one of the most effective controls available and it
does not require significant investment to implement.

Conditional access

Conditional access allows you to set rules around how and
where Microsoft 365 accounts canbe accessed. For
example, you canrestrict access to approved devices, flag
logins from unusual locations, or block access from

countries where your organisation has no legitimate activity.

These controls significantly reduce therisk of a
compromised account being used without detection.
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Endpoint protection

Basic antivirus is no longer sufficient. Endpoint detection and
response tools, commonly known as EDR, go further by
monitoring for suspicious behaviour on devices rather than
just blocking known threats. They provide much greater
visibility into what is happening across your organisation and
support fasterresponse when something goeswrong.

Microsoft 365 configuration

Many organisations are running Microsoft 365 with settings
that have never beenreviewed. Default settings are not
always the most secure. Areas worth checkinginclude
external sharing permissions in SharePoint and OneDirive,
guest accessinTeams, email authenticationrecords, and
whetheradmin accounts have appropriate protectionsin
place. AMicrosoft 365 security review canidentify gapsin
configuration that may not be obvious from day to day use.
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Phishing awareness and reporting

Training staff to recognise phishing emailsisimportant. But
the bigger gap inmany organisationsis notrecognition, itis
reporting. If ten members of staff spot a suspicious email
and delete it without telling anyone, the eleventh person
may still click onit. Thereis no alert, no investigationand no
way to stop the next attempt. Make it easy for staff toreport
suspicious emails. Make clear that reportingis always the
rightthingto do, evenifitturns out to be a false alarm. Track

reporting rates, not just click rates from phishing simulations.

Backups andrecovery

Evenwith strong controlsin place, one mistake canstill
trigger a serious incident. Ransomware attacks can encrypt
or destroy data across an entire organisation within hours.
Backups are the safety net. Good backups are run daily,
stored separately from the main environment, held in
immutable storage so they cannot be deleted orencrypted
by an attacker, and tested regularly. Abackup that has never
beenrestoredis anassumption, not a guarantee.

Incident response planning

If something goes wrong, the cost of not knowing what to do
next can be significant. Having a basic incident response plan
inplace, even a short document that covers who to contact,
what toisolate and what not to do, can make areal difference
to how quickly and effectively an organisationrecovers.

Cyberinsurance

Cyberinsurance is worth reviewing carefully. Many
organisations have a policy but have not checked whether it
actually covers their most likely scenarios, orwhether the
security controls the policy requires are actually inplace. A
policy that does not pay out whenyou needitis not
protection.

,. | PAGE 13



NETCENTRIX | HOSPICE Al GUIDE

CyberEssentials

CyberEssentialsis agovernment-backed certification that
covers five core security controls. It provides a useful
baseline and can supportinsurance applications, tendering
processes and integrations with partner organisations.

4 )

Cyber Essentials (CE) is worth pursuing, but it
should be understood as a starting point of
your cyber journey, rather than a complete
answer. Cyber Essentials covers the basics,
but many of the threats facing hospices today
require controls that go further.
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What Trustees and Boards Need to Understand

Cybersecurity and Al are not just operational issues. They are governance issues, and boards need to be engaged with both.

Trustees do not need to be technical experts. But they do need to understand the risks the organisationis carrying, what is being done
tomanage thoserisks, and what the consequences of a serious incident could look like.

Some useful questions for boards to ask:
e Dowe have anAlusage policy, and do staff know about it?

Are we confident that sensitive datais not being entered into public Altools?

When did we last review our Microsoft 365 security configuration?

Do we have multi-factor authenticationin place forallaccounts?

Have our backups been testedrecently?

» Does ourcyberinsurance policy cover our most likely risk scenarios? If these questions cannot be answered
confidently, thatisimportant for the
o Dowehave aplanforwhat to doif we experience a cyberincident? board to have.
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Whereto Start

If this guide has raised questions about where your organisation
currently stands, agood first stepis an honest assessment of your
current position across both Alreadiness and cyber security.

ForAl, the key questions are whetheryour Microsoft 365
environmentis well organised, whetheryou have an Alusage policy,
and whetherthere are one or two specific use cases where Al could
genuinely save time orreduce admin.

Forcybersecurity, the key questions are whether MFAis switched on
forallaccounts, whetheryour Microsoft 365 configuration has been
reviewed, whetheryour backups are tested and stored separately,
and whether staff know how to report suspicious activity.

s ™
You do not need to tackle everything at once. Identify the
most significant gaps and address them one at a time, with
support from a technology partner who understands the
pressures hospices are under.
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How Netcentrix CanHelp

Netcentrix works with hospices and charities across the UK,
supporting them with Microsoft 365, cyber security, Alreadiness
andtechnology strategy.

We offer a free Microsoft 365 tenancy audit forhospice
organisations. This gives you an objective view of your current
security configuration and Copilot readiness, with clear
recommendations for next steps. It requires appropriate admin
access, is carried outunder NDA, and accessisremoved once the
reviewis complete.

We also offer cyber maturity reviews, Al policy workshops, staff
training support and ongoing managed services for organisations
that want atrusted partnerrather thanjust a supplier.

If you would like to find out more or arrange a conversation,
please getintouch with the Netcentrix team.

We also offer cyber maturity reviews, Al policy
workshops, staff training support and ongoing
managed services for organisations that want a
trusted partnerrather thanjust a supplier.

If you would like to find out more or arrange a
conversation, please getin touch with the
Netcentrix team.
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